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Non-Final Official Action 



Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claim 21 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claim 21 recites 'a computer program product 
having machine-readable instructions...'. Thus, these claims merely recite a program 
per se, which is not permissible under the Examination Guidelines for Computers - 
Related Inventions. The examiner suggests the following as a way to correct those 
claims: "a computer program product having machine-readable instructions stored on a 
computer readable storage medium ... 1 Claims 22-24 are also rejected because they are 
dependent on claim 21 . 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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Claims 1-3, 6, 21, 22, and 24 are rejected under 35 U.S.C. 102(e) as being 
anticipated by McDermott (United States Patent No. 6,584,587 B1). 
As per claim 1 , McDermott discloses: 

A method for identifying a runaway software agent operating in a computer 
system, said method comprising: 

defining a time window for said agent (column 5 lines 10-15); 
receiving a current time signal (column 5 lines 10-13); 

determining a start time for said agent, said start time denoting when said agent 
began operating in said system (column 5 lines 10-15); 

determining if said time window is exceeded using said start time and said 
current time (column 5 lines 49-56); and 

identifying said agent if said time window is exceeded, said identifying includes 
identifying said agent as a runaway agent (column 5 lines 49-56). 

As per claim 2, McDermott discloses: 

The method of claim 1 , wherein said time window includes an operating time limit 
for said agent (column 5 lines 10-15). 

As per claim 3, McDermott discloses: 

The method of claim 1 , wherein said time window includes a starting event 
associated with said agent (column 5 lines 10-15: the status is set to "called"). 
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As per claim 6, McDermott discloses: 

The method of claim 1 , further comprising: terminating said agent if said agent is 
identified (column 6 lines 7-15: the affected system receives a hardware reset; column 1 
lines 26-30: a hardware reset may be performed only to the timed-out subsystem). 



As per claim 21 , McDermott discloses: 

A computer program product having machine-readable instructions provided 
thereon for instructing a processor to perform a method for identifying a software agent 
operating in a computer system, said computer program product comprising: 

instructions for defining a time window associated with said agent; instructions for 
receiving a current time signal (column 5 lines 10-15); 

instructions for determining a start time for said agent (column 5 lines 10-15); 

determining if said time window has been exceeded using said start time and 
said current time (column 5 lines 49-56); and 

instructions for flagging said agent as a runaway agent if said time window is 
exceeded (column 5 lines 49-56). 

As per claim 22, McDermott discloses: 

The method of claim 21, wherein said time window includes an operating time 
limit for said agent (column 5 lines 10-15). 
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As per claim 24, McDermott discloses: 

The method of claim 21, further comprising: terminating said agent if said agent 
is identified (column 6 lines 7-15: the affected system receives a hardware reset; 
column 1 lines 26-30: a hardware reset may be performed only to the timed-out 
subsystem). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
McDermott (United States Patent No. 6,584,587 B1) in view of Adkisson (United States 
Patent Application Publication 2004/0237005 A1). 

McDermott fails to disclose: 

The method of claim 1 , further comprising: 

determining if another agent relies on said agent if said agent is a runaway 
agent; and 

notifying said another agent relying on said runaway agent. 
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Adkisson discloses an alert method where system processes are prevented from 
issuing new requests to a failed system fl| 7). The system may do this by detecting if a 
set of instructions are associated with a failed resource, and if so, draining the 
instructions (H 15). Adkisson discloses that the purpose of his invention is to prevent the 
widespread failure of a multiprocessor system due to the failure of one component flj 5). 
McDermott also discloses that he wishes to prevent system-wide lockup due to the 
failures of one or more subsystems, (column 1 lines 1 1-21) and that his system can be 
adapted to other types of systems requiring such protection (column 6 lines 22-31). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time of 
invention to incorporate the error recovery system of Adkisson into the watchdog 
system of McDermott, preventing one subsystem from causing a system-wide crash. 

Claims 5, 7, and 23 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over McDermott (United States Patent No. 6,584,587 B1) in view of Burgess (United 
States Patent 5,796,633). 

As per claim 5, McDermott fails to disclose: 

The method of claim 1, further comprising: providing information about said agent 
to a user interface. 

Burgess discloses a system in which an alert thread monitors the performance 
information of a monitored computer (column 6 line 57 - column 7 line 4). The data may 
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be stored as an SQL file for presentation using database software (column 12 lines 8- 
17). Burgess discloses that his invention enables an administrator to retain large 
amounts of information and analyze the data for important trends and performance 
issues (column 2 lines 35-63). McDermott discloses that his system stores a table of 
alerts (column 4 lines 48-62), and that they may be analyzed later for 
diagnostic/debugging purposes (column 5 lines 57-60). Using Burgess' system would 
enable the user to diagnose or debug a large database of errors, as well as filter more 
important events for consideration. Therefore, it would have been obvious to one of 
ordinary skill in the art at the time of invention to incorporate the performance monitoring 
system of Burgess into the watchdog system of McDermott, as a means for debugging 
and fault diagnosis. 

As per claim 7, McDermott fails to disclose: 

The method of claim 5, further comprising: allowing a user to specify a ranking 
for said agent. 

Burgess discloses a system in which an alert thread monitors the performance 
information of a monitored computer (column 6 line 57 - column 7 line 4). The data may 
be stored with user defined alert levels (column 7 lines 4-8). The data may then be 
stored as an SQL file for presentation using database software (column 12 lines 8-17). 
Burgess discloses that his invention enables an administrator to retain large amounts of 
information and analyze the data for important trends and performance issues (column 
2 lines 35-63). McDermott discloses that his system stores a table of alerts (column 4 
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lines 48-62), and that they may be analyzed later for diagnostic/debugging purposes 
(column 5 lines 57-60). Using Burgess 1 system would enable the user to diagnose or 
debug a large database of errors, as well as filter more important events with higher 
alert levels for consideration. Therefore, it would have been obvious to one of ordinary 
skill in the art at the time of invention to incorporate the performance monitoring system 
of Burgess into the watchdog system of McDermott, as a means for debugging and fault 
diagnosis. 

As per claim 23, McDermott fails to disclose: 

The method of claim 21, further comprising: providing information about said 
agent to a user interface. 

Burgess discloses a system in which an alert thread monitors the performance 
information of a monitored computer (column 6 line 57 - column 7 line 4). The data may 
be stored as an SQL file for presentation using database software (column 12 lines 8- 
17). Burgess discloses that his invention enables an administrator to retain large 
amounts of information and analyze the data for important trends and performance 
issues (column 2 lines 35-63). McDermott discloses that his system stores a table of 
alerts (column 4 lines 48-62), and that they may be analyzed later for 
diagnostic/debugging purposes (column 5 lines 57-60). Using Burgess' system would 
enable the user to diagnose or debug a large database of errors, as well as filter more 
important events for consideration. Therefore, it would have been obvious to one of 
ordinary skill in the art at the time of invention to incorporate the performance monitoring 
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system of Burgess into the watchdog system of McDermott, as a means for debugging 
and fault diagnosis. 

Claims 8 and 9 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
McDermott (United States Patent No. 6,584,587 B1) in view of Microsoft Computer 
Dicitonary (fifth edition) 

As per claim 8, McDermott discloses: 

A method for identifying a runaway software agent [operating in an HTTP 
environment] on a computer system coupled to a communications network, said method 
comprising: 

identifying a thread [associated with said HTTP environment] using a thread 
identifier (column 4 line 63 - column 5 line 2: watchdog module selected to be 
executed); 

initiating an agent from said thread (column 5 lines 3-5: watchdog module 
initiated); 

defining a time window associated with said agent (column 5 lines 10-15); 
obtaining a start time for said agent on said thread (column 5 lines 10-15); 
receiving a current time signal (column 5 lines 10-15, column 5 lines 49-56); and 
determining if said time window is exceeded using said start time and said 
current time signal (column 5 lines 49-56). 



McDermott does not disclose: 
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identifying a thread associated with said HTTP environment ... 

Microsoft Computer Dictionary discloses HTTP as a universally used internet 
protocol. McDermott discloses that the method of his invention may be implemented by 
sending code including the method over a network (column 6 lines 50-65). HTTP could 
be used to send the data over the network, since it is a widely used internet protocol. 
Therefore, it would have been obvious to one of ordinary skill in the art at the time of 
invention to incorporate an HTTP environment into the watchdog system of McDermott, 
as a means to implement the invention over a network. 

As per claim 9, McDermott discloses: 

The method of claim 8, further comprising: identifying said agent as a runaway 
agent if said time window is exceeded (column 5 lines 49-56). 

Claims 10-16 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
McDermott (United States Patent No. 6,584,587 B1) in view of Microsoft Computer 
Dicitonary (fifth edition), as applied above, and in view of Burgess (United States Patent 
5,796,633). 

As per claim 10, McDermott and Microsoft Computer Dicitonary fail to disclose: 
The method of claim 9, further comprising: providing said runaway agent to a 
display device. 

Burgess discloses a system in which an alert thread monitors the performance 
information of a monitored computer (column 6 line 57 - column 7 line 4). The data may 
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be stored as an SQL file for presentation using database software (column 12 lines 8- 
17). Burgess discloses that his invention enables an administrator to retain large 
amounts of information and analyze the data for important trends and performance 
issues (column 2 lines 35-63). McDermott discloses that his system stores a table of 
alerts (column 4 lines 48-62), and that they may be analyzed later for 
diagnostic/debugging purposes (column 5 lines 57-60). Using Burgess' system would 
enable the user to diagnose or debug a large database of errors, as well as filter more 
important events for consideration. Therefore, it would have been obvious to one of 
ordinary skill in the art at the time of invention to incorporate the performance monitoring 
system of Burgess into the watchdog system of McDermott, as a means for debugging 
and fault diagnosis. 

As per claim 1 1 , McDermott and Microsoft Computer Dicitonary fail to disclose: 
The method of claim 9, further comprising: ranking said agent against a plurality 
of other runaway agents associated with said computer system. 

Burgess discloses a system in which an alert thread monitors the performance 
information of a monitored computer (column 6 line 57 - column 7 line 4). The data may 
be stored with user defined alert levels (column 7 lines 4-8). The data may then be 
stored as an SQL file for presentation using database software (column 12 lines 8-17). 
Burgess discloses that his invention enables an administrator to retain large amounts of 
information and analyze the data for important trends and performance issues (column 
2 lines 35-63). McDermott discloses that his system stores a table of alerts (column 4 
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lines 48-62), and that they may be analyzed later for diagnostic/debugging purposes 
(column 5 lines 57-60). Using Burgess 1 system would enable the user to diagnose or 
debug a large database of errors, as well as filter more important events with higher 
alert levels for consideration. Therefore, it would have been obvious to one of ordinary 
skill in the art at the time of invention to incorporate the performance monitoring system 
of Burgess into the watchdog system of McDermott, as a means for debugging and fault 
diagnosis. 

As per claim 12, McDermott discloses: 

The method of claim 10, further comprising: performing a corrective action on 
said runaway agent (column 6 lines 7-15: the affected system receives a hardware 
reset; column 1 lines 26-30: a hardware reset may be performed only to the timed-out 
subsystem). 

As per claim 13, McDermott and Microsoft Computer Dictionary fail to disclose: 
The method of claim 12, wherein said corrective action is performed by a user. 
Burgess discloses that his system gathers performance data, and notifies an 
administrator when a situation becomes alertable (column 2 lines 45-53). The 
administrator can use the alerts to take immediate manual action if necessary. Burgess 
discloses that is known in the art to have system administrators adjust or upgrade a 
network based on gathered performance data (column 1 lines 46-57). McDermott 
discloses that he wishes to store a table of alerts for later diagnosis and debugging 
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(column 4 lines 48-62; column 5 lines 57-60). A system administrator, as disclosed by 
Burgess, would be able to use the data stored by McDermott's system for debugging or 
diagnosis if necessary, especially in cases where a reset does not remedy the problem. 
Therefore, it would have been obvious to one of ordinary skill in the art at the time of 
invention to incorporate administrator intervention, as disclosed by Burgess, into the 
watchdog system of McDermott, as a means for diagnosis and debugging. 

As per claim 14, McDermott discloses: 

The method of claim 12, wherein said corrective action is performed by said 
system (column 6 lines 7-15: the affected system receives a hardware reset; column 1 
lines 26-30: a hardware reset may be performed only to the timed-out subsystem). 

As per claim 15, McDermott and Microsoft Computer Dicitonary fail to disclose: 
The method of claim 9, further comprising: specifying a set of ranking criteria for 
said runaway agent using a user interface. 

Burgess discloses a system in which an alert thread monitors the performance 
information of a monitored computer (column 6 line 57 - column 7 line 4). The data may 
be stored with user defined alert levels (column 7 lines 4-8). The data may then be 
stored as an SQL file for presentation using database software (column 12 lines 8-17). 
Burgess discloses that his invention enables an administrator to retain large amounts of 
information and analyze the data for important trends and performance issues (column 
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2 lines 35-63). McDermott discloses that his system stores a table of alerts (column 4 
lines 48-62), and that they may be analyzed later for diagnostic/debugging purposes 
(column 5 lines 57-60). Using Burgess' system would enable the user to diagnose or 
debug a large database of errors, as well as filter more important events with higher 
alert levels for consideration. Therefore, it would have been obvious to one of ordinary 
skill in the art at the time of invention to incorporate the performance monitoring system 
of Burgess into the watchdog system of McDermott, as a means for debugging and fault 
diagnosis. 

As per claim 16, McDermott and Microsoft Computer Dicitonary fail to disclose: 
The method of claim 15, wherein said ranking further comprises fatal, failure, 
high warning and low warning. 

Burgess discloses a system in which an alert thread monitors the performance 
information of a monitored computer (column 6 line 57 - column 7 line 4). The data may 
be stored with user defined alert levels (column 7 lines 4-8). The data may then be 
stored as an SQL file for presentation using database software (column 12 lines 8-17). 
Burgess discloses that his invention enables an administrator to retain large amounts of 
information and analyze the data for important trends and performance issues (column 
2 lines 35-63). McDermott discloses that his system stores a table of alerts (column 4 
lines 48-62), and that they may be analyzed later for diagnostic/debugging purposes 
(column 5 lines 57-60). Using Burgess' system would enable the user to diagnose or 
debug a large database of errors, as well as filter more important events with higher 
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alert levels for consideration. Therefore, it would have been obvious to one of ordinary 
skill in the art at the time of invention to incorporate the performance monitoring system 
of Burgess into the watchdog system of McDermott, as a means for debugging and fault 
diagnosis. 

Claims 17-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
McDermott (United States Patent No. 6,584,587 B1) in view of Beavers (United States 
Patent Application Publication 2003/0221123 A1). 

As per claim 17, McDermott discloses: 

A method for managing a plurality of software agents operating in a computer 
system, said method comprising the steps of: 

defining a time window for said plurality of agents (column 5 lines 10-15); 

identifying at least one of said plurality of agents exceeding said time window to 
produce an identified set (column 5 lines 49-56); 

McDermott does not disclose: 

filtering said identified set according to predetermined filtering parameters; 
ordering said agents within said identified set; and 

displaying said identified set, thereby managing the plurality of software agents 
operating in the computer system. 

Beavers discloses a system in which a series of alerts are filtered according to 
whether or not they represent a particular pattern (U 36 and figure 3). These incidents 
may be sorted and displayed according to threat level or the time they occurred flj 42). 
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Beavers discloses that this system enables an administrator to manage a large list of 
faults in order to take action flj 43). McDermott discloses that his system stores a table 
of alerts (column 4 lines 48-62), and that they may be analyzed later for 
diagnostic/debugging purposes (column 5 lines 57-60). Using Beavers' system would 
enable the user to diagnose or debug a large database of errors, as well as filter more 
important events with higher alert levels for immediate consideration. Therefore, it would 
have been obvious to one of ordinary skill in the art at the time of invention to 
incorporate the alert filtering system of Beavers into the watchdog system of 
McDermott, as a means for debugging and fault diagnosis. 



As per claim 18, McDermott fails to disclose: 

The method of claim 17, wherein said ordering step produces a rank ordered list 
of said agents in said identified set. 

Beavers discloses a system in which a series of alerts are filtered according to 
whether or not they represent a particular pattern fl| 36 and figure 3). These incidents 
may be sorted and displayed according to threat level or the time they occurred (fl 42). 
Beavers discloses that this system enables an administrator to manage a large list of 
faults in order to take action fl| 43). McDermott discloses that his system stores a table 
of alerts (column 4 lines 48-62), and that they may be analyzed later for 
diagnostic/debugging purposes (column 5 lines 57-60). Using Beavers' system would 
enable the user to diagnose or debug a large database of errors, as well as filter more 
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important events with higher alert levels for immediate consideration. Therefore, it would 
have been obvious to one of ordinary skill in the art at the time of invention to 
incorporate the alert filtering system of Beavers into the watchdog system of 
McDermott, as a means for debugging and fault diagnosis. 

As per claim 19, McDermott fails to disclose: 

The method of claim 17, wherein said filtering parameters are defined by a user. 

Beavers discloses a system in which a series of alerts are filtered according to 
whether or not they represent a particular pattern flj 36 and figure 3). The series of 
alerts may be defined by a user fl| 46 - U 47). These incidents may be sorted and 
displayed according to threat level or the time they occurred fl| 42). Beavers discloses 
that this system enables an administrator to manage a large list of faults in order to take 
action fl| 43). McDermott discloses that his system stores a table of alerts (column 4 
lines 48-62), and that they may be analyzed later for diagnostic/debugging purposes 
(column 5 lines 57-60). Using Beavers' system would enable the user to diagnose or 
debug a large database of errors, as well as filter more important events with higher 
alert levels for immediate consideration. Therefore, it would have been obvious to one 
of ordinary skill in the art at the time of invention to incorporate the alert filtering system 
of Beavers into the watchdog system of McDermott, as a means for debugging and fault 
diagnosis. 

As per claim 20, McDermott fails to disclose: 
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The method of claim 17, further comprising: identifying members of said 
identified set having a thread associated therewith to produce a thread set. 

Beavers discloses a system in which a series of alerts are filtered according to 
whether or not they represent a particular pattern (fl 36 and figure 3). The combinations 
of alerts may be stored according to what processes the error is related to flj 45). These 
incidents may be sorted and displayed according to threat level or the time they 
occurred fl| 42). Beavers discloses that this system enables an administrator to manage 
a large list of faults in order to take action fl| 43). McDermott discloses that his system 
stores a table of alerts (column 4 lines 48-62), and that they may be analyzed later for 
diagnostic/debugging purposes (column 5 lines 57-60). Using Beavers' system would 
enable the user to diagnose or debug a large database of errors, as well as filter more 
important events with higher alert levels for immediate consideration. Therefore, it would 
have been obvious to one of ordinary skill in the art at the time of invention to 
incorporate the alert filtering system of Beavers into the watchdog system of 
McDermott, as a means for debugging and fault diagnosis. 



Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Matt Urick whose telephone number is (571) 272-0805. 
The examiner can normally be reached on 8:00 - 4:30. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Robert Beausoliel can be reached on (571) 272-3645. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



*** 
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SUPERVISORY PATENT EXAMINER 
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